APreliminary

Investigation into DynamicDistributedWorkflow

Thesisby DanielM.Zimmerman

InPartialFulfillment oftheRequirements fortheDegreeof MasterofScience

California

Institute ofTechnology Pasadena,

California

1998 (Submitted

21May1998) ii

©∞∃∃∀_{D⊣\⟩⌉↕ M↙ Z⟩⇕⇕⌉∇⇕⊣\}

A↕↕R⟩}⟨⊔∫ R⌉∫⌉∇⊑⌉⌈

iii Acknowledgements

Thankyoutomyadvisor,Professor

K.ManiChandy, forgivingmelotsofhelpandsupportanddisplaying remarkable understanding through thevarious incarnations ofanddelaysinmyM.S.work.Themembers ofmyresearch groupÑJoseph

Kiniry,

AdamRifkin,PaulSivilotti,

JohnThornley,

EveSchooler, and Roman

GinisÑhavealsogivenmeusefuladviceandcommentary, andhavebeengenerally helpful inthe workleading uptothisthesis.

Imustalsoacknowledge mygoodfriendsGuillaume

Lessard,

Gustavo

Joseph, andBrianMuzas,who haveprovided distraction, support andsanitychecking

(ofbothmythesisandmyself,inoparticular order)overthepastyearortwoandwillhopefullycontinuetodosointhefuture.Finally,thankyouto myparents, mybrothers, andeveryone elsewho,whilenotknowing quitewhatIwasworking on,still demanded regular progress updates andthuscompelled metomakeregularprogress.

TheworkwhichledtothisthesishasbeensupportedinpartbytheAirForceOfficeofScientific Research undergrantAFOSR

F49620-94-1-0244, bytheCISEdirectorate oftheNational

Science

FoundationunderProblem

Solving

Environments grantCCR-9527130, bytheCenterforResearch inParallel Computing undergrantNSFCCR-9120008, byParasoft andNovellCorporation, byanNSFGraduate Research

Fellowship, andbytheletterÒBÕÕandthenumberÒ5ÕÕ.Theopinionsandviewsinthisthesisare myown,andshouldnotbetakentorepresenttheofficialpoliciesofanyoftheaforementioned supporters.

Thisthesisisavailable fromtheCaltechComputer

Science

Department astechnical reportnumber CS-TR-98-09.

Production

NotesThisthesiswastypesetinLATEX2ε on aPower Macintosh using version �▷� of Blue

Sky Research�s Texturespackage▷ The typeface used for the main text is Hoefler Text by the Hoefler

Type Foundry the sans serif font is Computer Modern Sans by Donald Knuth and the typewriter font

is Computer Modern Typewriter also by Donald Knuth▷

iv v Abstract

Inthisthesis,wedescribetheconceptofdynamicdistributedworkflow.Webrieflydiscussthree possible approaches totheconstruction ofasystemtosupportdynamic distributed workflow, andidentify theoretical questions whicharisewhenconsidering theoperation ofsuchasystem.

Wealsopresent¬UberNet

,aJava-based systemwhichimplements inter-object communication asa limited formofdynamic distributed workflow.

Thissystem, whichprovides extremely powerful communication capabilities todistributed

Javaobjects, servesbothasaproofofconceptfordynamicdistributed workflow andasastartingpointforthefutureimplementation ofmorecomplex dynamic distributed workflow systems.

vi Contents

Acknowledgements iii Abstract v ListofFigures ix ListofTables x 1Introduction 1 1.1Motivation

........................................... 1 1.2Workflow anditsApplications

................................ 2 1.3Overview

............................................ 3 2Implementation

Approaches andTheoretical

Questions 5 2.1Implementation

Approaches

................................. 5 2.1.1Requirements

Analysis

................................ 5 2.1.2Implementation

Strategy:

Method

CallSequencing

................ 6 2.1.3Implementation

Strategy:

Self-Routing

Data....................10 2.1.4Implementation

Strategy:

Mobile

Agents...................... 12 2.2Theoretical

Questions

..................................... 14 2.2.1Specification

...................................... 14 2.2.2Composition

...................................... 14 2.2.3Atomicity

....................................... 15 2.2.4Large-Scale

Reasoning

................................ 15 3Inter-Object

Messaging asDynamic

Distributed

Workflow 17 3.1TheProblem:

Inter-Object

Messaging

............................ 17 3.2Applying

Workflow

Concepts toMessaging

......................... 18 3.3Benefits ofaWorkflow-Based

Messaging

System

...................... 19 vii 4¬UberNet:

TheInfospheres

Network

Layer 21 4.1System

Requirements

..................................... 21 4.2Implementation

Language

.................................. 22 4.3DesignChoices

......................................... 23 4.3.1Workflow

Structures

.................................24 4.3.2Messaging

Model...................................24 4.3.3TheJavaBeansModel................................. 27 4.3.4Message

Processing andJavaStreams........................ 27 4.4Implementation

........................................ 28 4.4.1WireProtocol

Daemons

............................... 28 4.4.2Protocol

StackModules

................................30 4.4.3OtherSupportClasses................................ 32 4.4.4Extension

Mechanisms

................................ 33 4.5Performance

Comparisons

.................................. 34 5Conclusion 37 AHistograms ofPerformance

Tests 39 Bibliography 47 viii

ListofFigures

2.1Abstract depiction ofasimplepaperreviewworkflow.

................... 7 2.2Specification ofthepaperreviewworkflow usingthesequenced method callstrategy.

.. 8 2.3Depiction ofthepaperreviewworkflow usingthesequenced method callstrategy.

... 9 2.4Specification ofthepaperreviewworkflow usingtheself-routing datastrategy.

..... 11 2.5Depiction ofthepaperreviewworkflow usingtheself-routing datastrategy.

....... 11 2.6Depiction ofthepaperreviewworkflow usingthemobileagentsstrategy......... 13 4.1Example ofmessage flowin¬UberNet.

............................ 25 4.2Binding ofoutboxes toinboxes in¬UberNet.

......................... 26 4.3IPMulticast groupcommunication in¬UberNet.

...................... 26 A.1Histogram of¬UberNet

TCPperformance testwith5000java.lang.Long messages. . . . 39

A.2 Histogram of �UberNet TCP performance test with 5000 large messages implementing

the java.io.Serializableinterface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

A.3 Histogram of �UberNet TCP performance test with 5000 large messages implementing

the RemoteLoadable interface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

A.4 Histogram of �UberNet UDP performance test with 5000 java.lang.Long messages. . . . 41

A.5 Histogram of �UberNet UDP performance test with 5000 large messages implementing

the java.io.Serializableinterface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

A.6 Histogram of �UberNet UDP performance test with 5000 large messages implementing

the RemoteLoadable interface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

A.7 Histogram of �UberNet Hybrid performance test with 5000 java.lang.Long messages. . . 42

A.8 Histogram of �UberNet Hybrid performance test with 5000 large messages implementing

the java.io.Serializableinterface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

A.9 Histogram of �UberNet Hybrid performance test with 5000 large messages implementing

the RemoteLoadable interface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

A.10 Histogram of TCP Sockets performance test with 5000 java.lang.Long messages. . . . . 44

A.11 Histogram of TCP Sockets performance test with 5000 large messages implementing the

java.io.Serializableinterface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

ix A.12Histogram ofinfo.net performance test with 5000 java.lang.Long messages. . . . . . . . 45

A.13 Histogram of info.net performance test with 5000 large messages implementing the

java.io.Serializableinterface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

A.14 Histogram of Infospheres 2(RMI) performance test with 5000 java.lang.Long messages. 46

A.15 Histogram of Infospheres 2 (RMI) performance test with 5000 large messages imple-

menting the java.io.Serializableinterface. . . . . . . . . . . . . . . . . . . . . . . . . . . 46 x ListofTables

4.1Dataforindividual performance testrunswithjava.lang.Long messages. . . . . . . . . . 35

4.2 Data for individual performance test runs with largemessagesimplementing the java.io.Se-

rializableinterface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

4.3 Data for individual performance test runs with large messages implementing the Re-

moteLoadable interface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

4.4 Data for combined performance test runs with allmessage types. . . . . . . . . . . . . . 36

1 Chapter1

Introduction

1.1Motivation Asmanufacturing andbusiness processes havebecome increasingly complex, morebusinesses havedeployedworkflow management technologies inanefforttoreducecostsandstreamline operations.

Traditionally, suchworkflow management systems havebeenrestricted tostaticworkflows, andaremainly usefulforlargecompanies whoseworkflows arecompletely contained withinthecompany itself.With theadventofthevirtualorganization andvirtualcorporation, however, aneedhasdeveloped forworkflow management technologies capable ofhandling dynamic workflows distributed acrossbothphysical and organizational boundaries.

Inthiswork,wedescribe theproperties ofsuchworkflows andtheproblems, bothimplementation andtheoretical, whicharisewhenconsidering them.Wefocusontheapplications oftheseconcepts to theareaofdistributed objects;

whenwetalkaboutaworkflow occurring withinavirtualorganization (ofpeople), wearereallydescribing thelowerlevelphenomenon ofaworkflow occurring amongaset ofdistributed objects(whichbelongtothepeople).Whiletheseobjectsandtheindividualswhoown themcaninteract(anobjectcan,forexample,askitsownertoclickonanÒOKÕÕbuttontoapprovea financial transaction), weassume that,primarily, theobjectswillbeactinginanautonomous fashion.

This makestheproblem ofdynamic distributed workflow management andreasoning moreacomputer science problem thanahuman-relations problem.

However, sincehumaninteraction isultimately required in mostworkflows, exceptional conditions inaworkflow systemcanbecausedbyhumanerrororabsence, aswellasbystrictlycomputational problems.

Inthiswork,wepresentonlyanoverview oftheimplementation strategies whichcanbeconsidered and thetheoretical questions whichmustbeanswered inordertosuccessfully designandreasonaboutdynamic distributed workflow systems inthedistributed objects context.

Wethenexamine indetailasmallsubset ofthedynamic distributed workflow problem domain, namely theuseofdynamic workflow structures toconstruct adynamically reconfigurable communications infrastructure fordistributed objects.

Thisis motivated notonlybythenecessity ofstarting ourexploration withasmallpieceoftheproblemathand,

2 butalsobythefactthatsuchacommunications infrastructure willbeextremely usefulduringexploration ofotherpartsoftheproblemdomain.

1.2WorkflowanditsApplications

TheWorkflow

Management

Coalition

(WfMC), aninternational bodybasedinBelgium, hasissueda standard glossary ofworkflow terminology

[12],aswellasaworkflow reference model[11].Thoughthese arewell-defined standards, theyapplymainlytoworkflow inthecontextofbusiness processes, rather thaninthemoregeneralsenseofworkflow amongdistributed objectswhichweareexploring here.We willtherefore usemoresimplified andconcise definitions ofthetermsweareborrowing fromthegeneral workflow community. Forthepurposes ofthisdiscussion, wedefineaworkflow tobeasequencing oftaskswhichmust beperformed inordertoaccomplish aspecific goal.Ataskisanactionwhichmustbeperformed bya singledistributed object,andanobjectwhichperformssuchataskiscalledaworkflowcomponent .We sometimes refertoworkflow components asworkers . Oneofthethingswhichmakesworkflow ausefulconcept isthateachworkflow isreusable;

aworkflow forprocessing aloanapplication atacreditunioncanbeusednotonlytoprocessmorethanoneloan application, butalsotoautomate theactivities ofseveral creditunions.Ajobistheentitywhichisbeing processed inaworkflow;

eachloanapplication, intheaforementioned loanprocessing workflow, causes anewjobtobestarted. Aworkflow schema istheactualtopology ofaworkflow, thatis,thesequence oftaskswhichmustbe performed inordertocomplete ajob.Suchschemata canspecifytheworkerswhichmustprocessajob usingwell-known identifiers

(suchasnames)associated withspecific workers, orusingroles,attributes indicating thepartsplayedbyworkersintheworkflow.

Theuseofrolesallowsaworkflow specification tobemoregeneral.Forexample, thecreditunionloanprocessing workflow mightspecifyeitherthat worker

ÒBobÕÕ istogivefinalapproval toloanapplications, orthatsomeworkerwiththeroleÒloanapproval officerÕÕ istogivefinalapproval toloanapplications.

Bothspecifications workequally wellifBobhappens tobeintheoffice,butwhenheÕsoutsickandJimistheonlyloanapprovalofficerintheoffice,onlythe secondspecification willallowtheworkflow tocontinue seamlessly.

Aworkflow schema doesnotneedtobealinearsequence

Ñitcanhavedecision pointsatwhichajob takesoneofanumberofpossiblepaths.Moreinterestingly, itcanhavepointsatwhichajobcansplitinto multiple concurrent sub-jobs, andotherpointsatwhichmultiplesub-jobscanjointoreconstitute ajob.

Asanexample ofthis,consider thefollowing simplified description ofaworkflow forreviewofagrant application bytheNSF:

3 1.Application isreceived byNSF.

2.Review panelofN reviewers is picked from a pool of appropriate reviewers▷

�▷ Application is sent to each reviewer for first stage review▷

�▷ First stage reviews are received and combined into one large document▷

�▷ First stage review document is sent to each reviewer with application for second stage review▷

�▷ Second stage reviews are received and grant decision is made▷

�▷ Applicant is notified of decision▷

In this workflow there are two split points and two join points, allN reviewers write their firststage

reviews concurrently the workflow halts until allN firststage reviews are received and the same occurs

for secondstage reviews▷ Of course it is not necessary that split and join points be as symmetric as in

this example▷ In fact a split point may result in two or more completely different types of subjob being

created▷ A join point may not only combine two or more completely different types of subjob but also

wait for some subset of at least M of N subjobs to complete or wait for some other such criteria to

be fulfilled▷ Workflows containing these constructs can become extremely complex which is why it is

necessary to develop methods of reasoning about them▷

The applications of traditional workflows�that is workflows which have static sequencing and are

contained within a single organization ↼such as a corporation↽ �are well documented▷ Businesses are

currently using traditional workflows for applications from builttoorder computer assembly to loan

application processing and much literature is available on traditional workflows their applications and

their implementations▷ The remainder of this discussion is primarily concerned with nontraditional

workflows that is workflows which are dynamic or distributed or both▷ A dynamic workflow is one in

which the workflow structure can change over time in such a waythat the participants in the workflow

are changed or the schema of the workflow is modified▷ In fact each job in a dynamic workflow can

have its own workflow schema if the system changes rapidly enough▷ A distributed workflow is one

which involves the participation of workers on more than one physical machine and which is therefore

not under the direct control of any one particular machine▷ In the context of distributed objects and

emergent systems where new objects can appear and old ones can disappear at any time such dynamic

distributed workflows are not only useful but necessary▷

�▷� Overview

The remainder of this thesis is structured as follows▷ Chapter �describes various potential implementa

tion strategies for adynamic distributed workflow system capable of fulfillingthe requirements discussed

4 above,andalsobrieflyintroduces someofthetheoretical computer science problems whichmustbe addressed whenbuilding andusingsuchasystem.Chapter3detailsaspecificapplication ofdynamic distributed workflow, namely theuseofrestricted workflows toenableinter-object messaging foremergent distributed systems, whichwillbetheareaofconcentration fortheremainder ofthethesis.Chapter4 describes thedesignandimplementation of¬UberNet

,aprototype inter-object messaging package built asaproofofconceptforthedynamicdistributed workflow approach tointer-object communication, andexamines itsperformance relative tothercurrently available inter-object communication methods.

Finally,

Chapter

5contains somebriefconcluding remarks.

5 Chapter2

ImplementationApproachesand TheoreticalQuestions

Inthischapter, webrieflyexplorevariousapproaches towardtheimplementation ofdynamic distributed workflow systems, anddescribe someofthetheoretical questions whicharisewhenconsidering their behavior.

2.1Implementation

Approaches Theimplementation ofasystemtosupportdynamicdistributed workflow amongobjectscanbeapproached inseveral different ways,butthesystemmustultimately fulfillcertainoperational requirements regardless ofthechoicesmadeduringimplementation.

Wenowenumerate anddiscusstheserequirements,andpropose

3implementation strategies forasystemwhichcanfulfillthem.

2.1.1 Requirements Analysis

A dynamic distributed workflow system must meet the following requirements:

Complex workflow schemata. The system must be able to handle workflows where jobs can split into

sub-jobs, where sub-jobs can join to reconstitute a job, and where decisions may force the workflow to

take one of multiple paths. It must also support schemas which include loops, where the same job is acted

upon by the same sequence of workers multiple times until some condition is met.

Dynamic sequencing. The system must allow changes to the sequencing within a running workflow,

without causing any jobs to be left in an incomplete or incorrect state. Such changes should be made

automatically by the system for purposes of fault tolerance, load balancing, or general efficiency, as well

as manually by a workflow designer for the purpose of changing the functionality or other characteristics

of a workflow.

6 Dynamic participation.

Thesystemmustallowchangestotheobjectsparticipating inarunning workflow, without causing anyjobsinprocesstobeleftinanincomplete orincorrect state.Thisincludes changes suchasdirectsubstitution ofoneobjectforanother,aswellaschangessuchasreplacingasingle objectwithasetofobjects(andtherebyalsochangingtheworkflowschema).Ifroles,ratherthanspecific objectidentifiers, areusedtodetermine whichobjectsareparticipating inagivenworkflow, thenthe requirement ofdynamic participation implies thatobjectscanchangetheirrolesovertime.

Distribution ofparticipants.

Thesystemmustsupportworkflows whichcontainparticipants on geographically distributed machines.

Thus,itmusttakeintoaccountrelevantcharacteristics ofgeographically distributed systems

(suchaspotential unreliability ofcommunication channels).

Ifthesystem istobeusednotmerelyforworkflow amongdistributed objects, butalsoforworkflow including the activeparticipation ofhumanbeings,itmustalsotakeintoaccountothercharacteristics ofgeographical distribution

(suchastimezones)andbeabletocopewiththevariousuncertainties whichariseinhuman interaction

(suchasaparticular worker beingoutsickoneday,orresigning fromthecompany, orbeing runoverbyabus). Inaddition, adynamic distributed workflow systemmustalsomeetthefollowing tworequirements, whicharestandard requirements forworkflow systems ingeneral:

Concurrency.

Thesystemmustsupportmultiplejobsrunningwiththesameworkflowschemasimultaneously.

Thisallowsapaperreviewworkflow, forexample, tocontroltheconcurrent reviewing (by possibly distinct setsofreviewers) ofmultiple paperssimultaneously.

Jobtracking.

Thesystemmustbeabletoprovidestatusinformation onrunning jobs,including their currentÒpositionÕÕ intheworkflow.

Thisrequires atracking mechanism sophisticated enough totrack themultitude ofjobsflowing through thesystem, butscalable enough tobereasonably efficient.

Wenowdescribe

3implementation strategies fordynamic distributed workflow systems

Ñmethod callsequencing, self-routing data,andmobileagentsÑwhichcanpotentially meetthesecriteria.Inthe courseofourdescription, wewillapplyeachofthesestrategies toasampleworkflow foraone-stage paper reviewprocess, whichisdepicted inFigure2.1.Thisworkflow isimilartotheNSFgrantreviewworkflow described intheintroduction, butwithasinglereviewstageconsisting of2reviewers.

2.1.2 Implementation Strategy: Method Call Sequencing

One strategy for implementing a dynamic distributed workflow system is to use sequenced method calls

to implement the workflows. Assume that we have a number of objects with public interfaces, which are

the workers in a workflow system, and furthermore, that we have access to the interfaces we need for the

7

Figure2.1:Abstract depiction ofasimplepaperreviewworkflow.

Arrows represent communications between workers, whichoccurintheorderindicated bythenumber nexttoeacharrow.Communications withthesamenumber(i.e.:2a,2b)originating fromthesamesourcesignifyaforkintheworkflow;

communications withthesamenumberarrivingatthesamedestination signify ajoin.Thedataelements beingtransferred aspartofeachcommunication, indicated byP,R1,R2,andD,are,respectively, thepaper, thereviewfromreviewer

1,thereviewfromreviewer

2,andthedecision madebythereviewcoordinator astowhether ornottoacceptthepaper.

8 {0,true ∧ ¬ Completed(0),R1 = Reviewer1 .reviewPaper (P )}

{1,true ∧ ¬ Completed(1),R2 = Reviewer2 .reviewPaper (P )}

{2,Completed(0) ∧ Completed(1) ∧ ¬ Completed(2),D = Coordinator .makeDecision (P,R1,R2)}

{3,Completed(2) ∧ ¬ Completed(3),Author .informOfDe cision (D)}

F⟩}⊓∇⌉ ∈↙∈¬ S√⌉⌋⟩{⟩⌋⊣⊔⟩≀\ ≀{ ⊔⟨⌉ √⊣√⌉∇ ∇⌉⊑⟩⌉⊒ ⊒≀∇‖{↕≀⊒ ⊓∫⟩\} ⊔⟨⌉ ∫⌉∐⊓⌉\⌋⌉⌈ ⇕⌉⊔⟨≀⌈ ⌋⊣↕↕ ∫⊔∇⊣⊔⌉}†↙

Completed(ID) is true if execution of the triple with identifier ID has has successfully completed

false otherwise▷ reviewPaper is a method on a reviewer which takes a paper as a parameter and returns

a review, makeDecision is a method on the review coordinator which takes a paper and two reviews as

parameters and returns adecision asto whether or not the paper willbe accepted, and informOfDe cision

is a method on the author which takes a decision as a parameter and has no return value.

functions each object must perform. We can then specify and implement the workflow with a sequence

of callsto the methods of those interfaces; this allowsthe individual objects implementing the interfaces

to change, so long as the interfaces themselves remain the same.

A central coordinator object, which has an object directory that allows it to find objects which im-

plement specific interfaces, makes allthe method calls. There could be one such coordinator object per

workflow schema, responsible for tracking multiple jobs, or one coordinator object per job, responsible

only for that particular job. In such asystem, the sequence of callsfor agivenworkflow could be specified

by a list of triples of the form:

{ID, Precondition,MethodCall}

⊒⟨⌉∇⌉ �ID�⟩∫ ⊣ ⊓\⟩∐⊓⌉ ⟩⌈⌉\⊔⟩{⟩⌉∇ ⊣∫∫⟩}\⌉⌈ ⊔≀ ⌉⊣⌋⟨ ⊔∇⟩√↕⌉⇔ �P∇⌉⌋≀\⌈⟩⊔⟩≀\�⟩∫ ⊣ ⇐√≀∫∫⟩⌊↕† ∐⊓⟩⊔⌉ ⌋≀⇕√↕⌉§⇒

√∇⌉⌈⟩⌋⊣⊔⌉ ⊒⟨⟩⌋⟨ ⇕⊓∫⊔ ⟨≀↕⌈ ⟩\ ≀∇⌈⌉∇ ⊔≀ ⌉§⌉⌋⊓⊔⌉ ⊔⟨⌉ ⊔∇⟩√↕⌉⇔ ⊣\⌈ �M⌉⊔⟨≀⌈ C⊣↕↕�⟩∫⊔⟨⌉ ⇕⌉⊔⟨≀⌈ ⌋⊣↕↕⊒⟨⟩⌋⟨ ⊒⟩↕↕

⌊⌉ ⌉§⌉⌋⊓⊔⌉⌈ ⊣∫ √⊣∇⊔ ≀{ ⊔⟨⌉ ⊔∇⟩√↕⌉↙

A⌊⊣∫⟩⌋ ∫√⌉⌋⟩{⟩⌋⊣⊔⟩≀\ ≀{ ≀⊓∇ √⊣√⌉∇ ∇⌉⊑⟩⌉⊒ ⊒≀∇‖{↕≀⊒ ⊓∫⟩\} ⊔⟨⌉∫⌉ ⊔∇⟩√↕⌉∫ ⌋⊣\ ⌊⌉ {≀⊓\⌈ ⟩\ F⟩}⊓∇⌉ ∈↙∈↙ T⟨⟩∫

⊔†√⌉ ≀{ ∫√⌉⌋⟩{⟩⌋⊣⊔⟩≀\ ⊣↕↕≀⊒∫ {≀∇ {≀∇‖⟩\} ⊣\⌈ |≀⟩\⟩\} ≀{ |≀⌊∫⇔ ⌋≀\⌋⊓∇∇⌉\⊔ ⌉§⌉⌋⊓⊔⟩≀\ ≀{ ⇕⊓↕⊔⟩√↕⌉ ⇕⌉⊔⟨≀⌈

⌋⊣↕↕∫⇔ ↕≀≀√⟩\}⇔ ⊣\⌈ ≀⊔⟨⌉∇ ∫⊓⌋⟨ ⌋≀\∫⊔∇⊓⌋⊔∫∅ ⟨≀⊒⌉⊑⌉∇⇔ ⊔⟨⌉ ⌊⊣∫⟩⌋ ∫√⌉⌋⟩{⟩⌋⊣⊔⟩≀\ ⇕⌉⊔⟨≀⌈ ⊒⌉ ⟨⊣⊑⌉ ⌈⌉∫⌋∇⟩⌊⌉⌈

⟨⌉∇⌉ ⊒≀⊓↕⌈ ⇕⊣‖⌉ ∫≀⇕⌉ ≀{ ⊔⟨⌉∫⌉ ⌋≀\∫⊔∇⊓⌋⊔∫ ⌋⊓⇕⌊⌉∇∫≀⇕⌉ ⊔≀ ⟩⇕√↕⌉⇕⌉\⊔↙ M≀∇⌉≀⊑⌉∇⇔ ⟩⊔ ⊒≀⊓↕⌈ ⇕⊣‖⌉ ≀\↖

⊔⟨⌉↖{↕† ⇕≀⌈⟩{⟩⌋⊣⊔⟩≀\∫ ≀{ ⊔⟨⌉ ⊒≀∇‖{↕≀⊒ ∫⌋⟨⌉⇕⊣ ⌈⟩{{⟩⌋⊓↕⊔⇔ ⌊⌉⌋⊣⊓∫⌉ ∫√⌉⌋⟩⊣↕ ∫⊔⌉√∫ ⊒≀⊓↕⌈ \⌉⌉⌈ ⊔≀ ⌊⌉ ⌈⌉⊑⟩∫⌉⌈ ⊔≀

⇕≀⌈⟩{† |≀⌊∫ ⊣⊔ ⌉⊣⌋⟨ ∫⊔⊣}⌉ ≀{ ⊔⟨⌉ ⊒≀∇‖{↕≀⊒ ⟩\ ≀∇⌈⌉∇ ⊔≀ ⟩\∫⊓∇⌉ ⊔⟨⌉⟩∇ ∫⊓⌋⌋⌉∫∫{⊓↕ ⌋≀⇕√↕⌉⊔⟩≀\↙ M≀∇⌉ ⌋≀⇕√↕⌉§

∫√⌉⌋⟩{⟩⌋⊣⊔⟩≀\ ⇕⌉⊔⟨≀⌈∫ ⌋≀⊓↕⌈ ∫⟩⇕√↕⟩{† ∫⊓⌋⟨ ⇕≀⌈⟩{⟩⌋⊣⊔⟩≀\∫⇔ ⊣∫⊒⌉↕↕⊣∫√∇≀⊑⟩⌈⟩\} ⌋≀\∫⊔∇⊓⌋⊔∫ ⊔≀ ∫⊓√√≀∇⊔ {≀∇‖⇔

|≀⟩\∫⇔ ↕≀≀√⟩\}⇔ ⌉⊔⌋⌉⊔⌉∇⊣↙

T⟨⌉ ⇕⌉⊔⟨≀⌈ ⌋⊣↕↕ ∫†∫⊔⌉⇕ ⊣↕∫≀ ⟨⊣∫ ⊔⟨⌉ ⌈⟩∫⊣⌈⊑⊣\⊔⊣}⌉ ≀{ ⌈⌉√⌉\⌈⟩\} ≀\ ⊣ ⌋⌉\⊔∇⊣↕ ⌋≀≀∇⌈⟩\⊣⊔≀∇ {≀∇ ⌉⊣⌋⟨

⊒≀∇‖{↕≀⊒ ∫⌋⟨⌉⇕⊣ ⇐≀∇|≀⌊⇒⊔≀ ⌊≀⊔⟨ ⇕≀\⟩⊔≀∇ ⊔⟨⌉ √∇≀}∇⌉∫∫ ≀{|≀⌊∫ ⊣\⌈ ⇕⊣‖⌉ ⊔⟨⌉ ⊣⌋⊔⊓⊣↕ ⇕⌉⊔⟨≀⌈ ⌋⊣↕↕∫⇐⌈⌉√⟩⌋⊔⌉⌈

⟩\ F⟩}⊓∇⌉ ∈↙∋⇒↙ T⟨⟩∫ ⌋∇⌉⊣⊔⌉∫ ⊣ ∫⟩\}↕⌉ √≀⟩\⊔ ≀{ {⊣⟩↕⊓∇⌉⇔ ∫≀ ⊔⟨⊣⊔ ⌉⊑⌉\ ⟩{ ⊔⟨⌉ ⊒≀∇‖⌉∇ ≀⌊|⌉⌋⊔∫ ⊣∇⌉ {⊓\⌋⊔⟩≀\⟩\}

⌋≀∇∇⌉⌋⊔↕†⇔ ⊣ √∇≀⌊↕⌉⇕ ⊒⟩⊔⟨ ⊔⟨⌉ ⌋≀≀∇⌈⟩\⊣⊔≀∇ ≀⌊|⌉⌋⊔ ⊒⟩↕↕√∇⌉⊑⌉\⊔ |≀⌊∫ {∇≀⇕ √∇≀}∇⌉∫∫⟩\} ⊔⟨∇≀⊓}⟨ ⊣ ⊒≀∇‖{↕≀⊒

∫⌋⟨⌉⇕⊣↙ S⊔⟩↕↕⇔ ⊣∫∫⊓⇕⟩\} ⊔⟨⊣⊔ ⊒⌉ ⌋⊣\ ⊒≀∇‖ ⊣∇≀⊓\⌈ ∫≀⇕⌉ ≀{ ⊔⟨⌉∫⌉ ⌈⟩{{⟩⌋⊓↕⊔⟩⌉∫ ⇐⌊†⟨⊣⊑⟩\} ∇⌉⌈⊓\⌈⊣\⊔ {⊣↕↕⌊⊣⌋‖

⌋≀≀∇⌈⟩\⊣⊔≀∇∫⇔ {≀∇ ⌉§⊣⇕√↕⌉⇒⇔ ⊔⟨⌉ ⊓∫⌉ ≀{ ∫⊔∇⊣⟩}⟨⊔ ⇕⌉⊔⟨≀⌈ ⌋⊣↕↕∫ ⟩∫ ⊣ ⊒≀∇⊔⟨⊒⟨⟩↕⌉ ⊣√√∇≀⊣⌋⟨ ⊔≀ ⌋≀\∫⟩⌈⌉∇ {≀∇

⟩⇕√↕⌉⇕⌉\⊔⟩\} ⊣ ⌈†\⊣⇕⟩⌋ ⌈⟩∫⊔∇⟩⌊⊓⊔⌉⌈ ⊒≀∇‖{↕≀⊒ ∫†∫⊔⌉⇕↙

9

Figure2.3:Depiction ofthepaperreviewworkflow implemented usingthesequenced method callstrategy.

Solidarrowsrepresent method calls,whichoccurintheorderindicated bythenumber nexttoeacharrow, whiledashedarrowsrepresent returnvaluesfromthesecalls.Methodcalls2aand2boccurconcurrently.

Thedataelements beingtransferred aspartofeachmethodcall,indicatedbyP,R1,R2,andD,are, respectively, thepaper,thereviewfromreviewer

1,thereviewfromreviewer

2,andthedecision madeby thereviewcoordinator astowhether ornottoacceptthepaper.Notethatwehavechosentostartthe workflow withamethodcallmadebythepaperauthorontheworkflowschemacoordinator, andtoend itwithamethodcallmadebythecoordinator ontheauthor.

10 2.1.3 Implementation Strategy: Self-Routing Data

Another strategy for implementing a dynamic distributed workflow system is to use a message-passing

system with self-routing data. Each job could consist of a message which contains not only the data

necessary for the job, but also all the other information necessary to complete the workflow schema. If

we assume that, in such a system, each object has the capability to “look up’’ other objects by the semantic

content they are able to handle (not a small assumption), and that each object performs exactly one type

of processing on each semantic data type it accepts, we can use these self-routing messages to implement

a dynamic distributed workflow.

A basic implementation is fairly straightforward: The workflow is started by some central workflow

coordinator, which creates a message containing not only all the initial conditions of the workflow, but

also a compact specification of the workflow schema and some state information, including an identifier

which ties the message to a specific workflow instance. The specification could be in the form of a list of

pairs, with each pair having the form:

{ID, {Condition-DestinationTriples}}

⊒⟨⌉∇⌉ �ID�⟩∫ ⊣ ⊓\⟩∐⊓⌉ ⟩⌈⌉\⊔⟩{⟩⌉∇ ⊣∫∫⟩}\⌉⌈ ⊔≀ ⌉⊣⌋⟨ √⊣⟩∇⇔ ⊣\⌈ �C≀\⌈⟩⊔⟩≀\↖D⌉∫⊔⟩\⊣⊔⟩≀\ T∇⟩√↕⌉∫�⟩∫ ⊣ ↕⟩∫⊔ ≀{

⊔∇⟩√↕⌉∫ ≀{ ⊔⟨⌉ {≀∇⇕¬

{Condition,Destination,ID}

⊒⟨⌉∇⌉ �C≀\⌈⟩⊔⟩≀\�⟩∫ ⊣ √∇⌉⌈⟩⌋⊣⊔⌉ ≀\ ⊔⟨⌉ ⌈⊣⊔⊣ ⌊⌉⟩\} √∇≀⌋⌉∫∫⌉⌈⇔ ⊔⟨⌉ ∫⊔⊣⊔⌉ ≀{ ⊔⟨⌉ |≀⌊ ⊣\⌈ ⊔⟨⌉ ∫⊔⊣⊔⌉ ≀{ ⊔⟨⌉

⊒≀∇‖⌉∇ ≀⌊|⌉⌋⊔∫⇔ �D⌉∫⊔⟩\⊣⊔⟩≀\�⟩∫ ⊔⟨⌉ \⌉§⊔ ⌈⌉∫⊔⟩\⊣⊔⟩≀\ {≀∇ ⊔⟨⌉ ⊒≀∇‖{↕≀⊒ ⇕⌉∫∫⊣}⌉ ⇐∫√⌉⌋⟩{⟩⌉⌈ ⌊† ∫⌉⇕⊣\⊔⟩⌋

⌋⊣√⊣⌊⟩↕⟩⊔† ⊣\⌈ √≀∫∫⟩⌊↕† ⊣↕∫≀ ⌊†≀⊔⟨⌉∇ ⟩\{≀∇⇕⊣⊔⟩≀\⇒⇔ ⊣\⌈ �ID�⟩∫⊔⟨⌉ ⟩⌈⌉\⊔⟩{⟩⌉∇ ⌋≀∇∇⌉∫√≀\⌈⟩\} ⊔≀ ⊔⟨⌉ √⊣⟩∇ ⇐⟩\

⊔⟨⌉ ⊒≀∇‖{↕≀⊒ ∫√⌉⌋⟩{⟩⌋⊣⊔⟩≀\⇒ ⊒⟨⟩⌋⟨ ⊒⟩↕↕⌊⌉ �⌉§⌉⌋⊓⊔⌉⌈�⊣⊔ ⊔⟨⌉ ⌈⌉∫⊔⟩\⊣⊔⟩≀\↙

T⟨⌉ ∫⊔⊣⊔⌉ ⟩\{≀∇⇕⊣⊔⟩≀\ ⌋≀\⊔⊣⟩\⌉⌈ ⟩\ ⊔⟨⌉ ⇕⌉∫∫⊣}⌉ ⟩\⌋↕⊓⌈⌉∫ ⊣\†∫⌉⇕⊣\⊔⟩⌋ ⌈⊣⊔⊣ ⊒⟨⟩⌋⟨ ⟩∫}⌉\⌉∇⊣⊔⌉⌈ ⊣\⌈∝≀∇

⇕⊣\⟩√⊓↕⊣⊔⌉⌈ ⌈⊓∇⟩\} ⊔⟨⌉ ⊒≀∇‖{↕≀⊒⇔ ⊣∫ ⊒⌉↕↕ ⊣∫ ⊔⟨⌉ ⟩⌈⌉\⊔⟩{⟩⌋⊣⊔⟩≀\ \⊓⇕⌊⌉∇ ⌋≀∇∇⌉∫√≀\⌈⟩\} ⊔≀ ⊔⟨⌉ √⊣⟩∇ {∇≀⇕

⊔⟨⌉ ⊒≀∇‖{↕≀⊒ ∫√⌉⌋⟩{⟩⌋⊣⊔⟩≀\ ⊒⟨⟩⌋⟨ ⟩∫ ⊔≀ ⌊⌉ ⌉§⌉⌋⊓⊔⌉⌈ ⊒⟨⌉\ ⊔⟨⌉ ⇕⌉∫∫⊣}⌉ ⊣∇∇⟩⊑⌉∫ ⊣⊔ ⟩⊔∫ ⌈⌉∫⊔⟩\⊣⊔⟩≀\↙ A ⌊⊣∫⟩⌋

∫√⌉⌋⟩{⟩⌋⊣⊔⟩≀\ ≀{ ≀⊓∇ √⊣√⌉∇ ∇⌉⊑⟩⌉⊒ ⊒≀∇‖{↕≀⊒ ⊓∫⟩\} ⊔⟨⌉∫⌉ ⌋≀\∫⊔∇⊓⌋⊔∫ ⊣√√⌉⊣∇∫ ⟩\ F⟩}⊓∇⌉ ∈↙△⇔ ⊣\⌈ ⊔⟨⌉ ⇕⌉∫∫⊣}⌉

√⊣∫∫⟩\} ⊒⟨⟩⌋⟨ ≀⌋⌋⊓∇∫ ⌈⊓∇⟩\} ⊔⟨⌉ ⊒≀∇‖{↕≀⊒ ⟩∫ ⌈⌉√⟩⌋⊔⌉⌈ ⟩\ F⟩}⊓∇⌉ ∈↙▽↙

W⟨⌉\ ⊣ ⇕⌉∫∫⊣}⌉ ⊣∇∇⟩⊑⌉∫ ⊣⊔ ⊣ }⟩⊑⌉\ ⌈⌉∫⊔⟩\⊣⊔⟩≀\ ≀⌊|⌉⌋⊔⇔ ⟩⊔∫ ⌋≀\⊔⌉\⊔∫ ⊣∇⌉ ⌉§⊣⇕⟩\⌉⌈ ⊣\⌈ ⊣√√∇≀√∇⟩⊣⊔⌉

√∇≀⌋⌉∫∫⟩\} ⟩∫ √⌉∇{≀∇⇕⌉⌈ ⊣⌋⌋≀∇⌈⟩\} ⊔≀ ⊔⟨⌉⟩∇ ∫⌉⇕⊣\⊔⟩⌋ ⊔†√⌉ ⇐∇⌉⌋⊣↕↕ ⊔⟨⊣⊔ ⌉⊣⌋⟨ ≀⌊|⌉⌋⊔ √⌉∇{≀∇⇕∫ ⌉§⊣⌋⊔↕† ≀\⌉

⊔†√⌉ ≀{√∇≀⌋⌉∫∫⟩\} ≀\ ⌉⊣⌋⟨ ∫⌉⇕⊣\⊔⟩⌋ ⌈⊣⊔⊣ ⊔†√⌉⇒↙ T⟨⌉\⇔ ⊔⟨⌉ ≀⌊|⌉⌋⊔ ↕≀≀‖∫ ⊔≀ ∫⌉⌉⊒⟨⟩⌋⟨ √⊣⟩∇ {∇≀⇕ ⊔⟨⌉ ⊒≀∇‖{↕≀⊒

∫√⌉⌋⟩{⟩⌋⊣⊔⟩≀\ ↕⟩∫⊔ ⇕⊓∫⊔ ⌊⌉ ⌉§⌉⌋⊓⊔⌉⌈⇔ ⊣\⌈ √∇≀⌋⌉∫∫⌉∫ ⊣↕↕ ⊔⟨⌉ ⌋≀\⌈⟩⊔⟩≀\↖⌈⌉∫⊔⟩\⊣⊔⟩≀\ ⊔∇⟩√↕⌉∫ ⊒⟩⊔⟨⟩\ ⊔⟨⊣⊔ √⊣⟩∇

⟩\ ⊔⊓∇\↙ F≀∇ ⌉⊣⌋⟨ ⊔∇⟩√↕⌉ ⊒⟨≀∫⌉ √∇⌉⌈⟩⌋⊣⊔⌉ ⟨≀↕⌈∫⇔ ⊔⟨⌉ ≀⌊|⌉⌋⊔ ∫⌉\⌈∫ ⊔⟨⌉ ⇕⌉∫∫⊣}⌉ ⇐⊒⟩⊔⟨ ⊓√⌈⊣⊔⌉⌈ ∫⊔⊣⊔⌉⇒ ⊔≀ ⊔⟨⌉

⌋≀∇∇⌉∫√≀\⌈⟩\} ⌈⌉∫⊔⟩\⊣⊔⟩≀\⇔ ∫⌉⊔⊔⟩\} ⊔⟨⌉ �⊔≀↖⌉§⌉⌋⊓⊔⌉�ID ⟩\ ⊔⟨⌉ ⇕⌉∫∫⊣}⌉ ⊔≀ ⊔⟨⊣⊔ ⟩\⌈⟩⌋⊣⊔⌉⌈ ⊒⟩⊔⟨⟩\ ⊔⟨⌉ ⊔∇⟩√↕⌉↙

O\⌋⌉ ⊔⟨⟩∫ √∇≀⌋⌉∫∫⟩\} ⟩∫ ⌋≀⇕√↕⌉⊔⌉⇔ ⟩⊔ ∫⌉\⌈∫ ⊣ \≀⊔⟩{⟩⌋⊣⊔⟩≀\ ⊔≀ ⊔⟨⌉ ⊒≀∇‖{↕≀⊒ ⌋≀≀∇⌈⟩\⊣⊔≀∇⇔ ⟩\{≀∇⇕⟩\} ⟩⊔ ⊔⟨⊣⊔

⊔⟨⌉ ⊒≀∇‖{↕≀⊒ ⇕⌉∫∫⊣}⌉ ⟨⊣∫ ⌊⌉⌉\ √∇≀⌋⌉∫∫⌉⌈↙

11 {0,{{ true ,Reviewer1 ,1},{true ,Reviewer2 ,2}}}

{1,{{¬ (R1 = null),ReviewCoordinator ,3}}}

{2,{{¬ (R2 = null),ReviewCoordinator ,3}}}

{3,{{¬ (D = null),SchemaCoordinator ,4}}}

{4,{{ true ,END ,null}}}

F⟩}⊓∇⌉ ∈↙△¬ S√⌉⌋⟩{⟩⌋⊣⊔⟩≀\ ≀{⊔⟨⌉ √⊣√⌉∇ ∇⌉⊑⟩⌉⊒⊒≀∇‖{↕≀⊒ ⊓∫⟩\}⊔⟨⌉ ∫⌉↕{↖∇≀⊓⊔⟩\} ⌈⊣⊔⊣ ∫⊔∇⊣⊔⌉}†↙ T⟨⌉ Reviewer1

and Reviewer2 objects generate reviews when they receive the self-routing data; the ReviewCoordinator

object generates adecision once it has received both reviews. END isaspecial destination which tells the

workflow schema coordinator that the workflow iscomplete and that it should return the decision to the

author; interactions between the author and the workflow schema coordinator are not specified here.

Figure 2.5:Depiction of the paper reviewworkflow using the self-routing data strategy. Arrows represent

messages sent between workers, which occur in the order indicated by the number next to each arrow.

Messages with the same number (i.e.: 2a, 2b) originating from the same source signify a fork in the

workflow; messages with the same number arriving at the same destination signify a join. The data

elements being transferred as part of each method call, indicated by P, R1, R2, and D, are, respectively,

the paper, the review from reviewer 1,the review from reviewer 2, and the decision made by the review

coordinator as to whether or not to accept the paper.

12 Suchaspecification allowsforforkingandjoiningofjobs;forkingisimplemented easily,byadding multiple condition-destination tripleswhichhavethesamepredicate, whilejoiningisimplemented with apredicate onthenumber ofcomponent sub-jobs received.

Otherconstructs, suchaslooping, arealso implemented easily.Italsoallowsformodification ofworkflow schemas onthefly,butinadifferent sensethanthemethodcallsystemÑanyworkflows already inprocess whentheworkflow schema is changed willcontinue usingtheoldschema, astheyarenowself-routing andnotcontrolled byacentral coordinator.

Whilethiscanbeseenasapossibledisadvantage, givenourrequirements, itiscertainly a viablesolution inmanycases,andgivensufficiently savvyworkerobjects,on-the-fly schema modification wouldberelatively straightforward toimplement.

Theself-routing datastrategy hastheadvantage ofscalability

Ñthecentralcoordinator isnowused onlyasastoragepointforschemasandaninitialization pointforworkflow instances, andonceaworkflow instance hasbeenstarted,itwendsitsownwaythroughtheworkflowsystemuntilitiscompleted(orfails catastrophically).

Givenreliablecommunication mechanisms, andthepreviously mentioned semantic capability directory ofobjects, ithasgreatpotential asabasisforimplementing adynamic distributed workflow system.

2.1.4 Implementation Strategy: Mobile Agents

A third strategy for implementing a dynamic distributed workflow system involves the use of mobile agents .

A mobile agent, for the purposes of this discussion, is a piece of software which actively migrates among

multiple machines and uses a standardized API to interact with software components running on those

machines. The use of mobile agents in static distributed workflow systems has been previously discussed,

in [7 ].

Assume that we have a set of workers with public interfaces which contain both semantic and syntactic

information (as in the method call sequencing strategy). Moreover, assume that we have a mobile agent

platform , a software framework which facilitates the migration of agents to the machines containing the

worker objects and provides access to the worker objects via a standardized API. Such an agent platform

might give agents the ability to obtain local references to the objects on each machine to which they

migrate and thereby interact with the objects directly, or it might restrict agents to interact with objects

indirectly, through some security mechanism built into the platform. These two modes of interaction

are fundamentally different, both in terms of security and in terms of semantics, and the decision as to

which one would be better for the purposes of a dynamic distributed workflow implementation will be

left as a future research question. Regardless, with such a workflow platform available, we can implement

a dynamic distributed workflow system in which each job is represented by a mobile agent, as follows:

An agent is created with a complete picture of the workflow schema, and the initial data required to

begin the job. The agent then migrates to whatever machine it has to in order to execute the first step

of the workflow schema. When this step is complete, it then migrates to wherever it must in order to

13 complete thenextstep,repeating thisprocess untilthejobhasbeencompleted.

Forking andjoining withinaworkflow schema arehandled bythecreation ofsub-agents ataforkpoint,andthecollection ofthesesub-agents

(i.e.:waiting forallofthemtoarrive)atthecorresponding joinpoint.Because the agentcontrolling thejobencapsulates boththedataandtheworkflow schema, thereisnoneedforany centralcoordination pointbeyond thefactthattheagentmustbecreatedsomewhere, andmustreportthe completion statusofthejobsomewhere.

Amobileagentimplementation ofourpaperreviewworkflow whichillustrates thisappears inFigure2.6.

Weassume thatanymobileagentframework whichwouldbeusedforthispurposewouldinclude facilities forcommunicating withanagentwithoutneedingtoknowitscurrentlocation.Giventhis capability, wecantrackthestatusofindividual jobssimplybycommunicating withtheirassociated agentsatwhatever timeintervals wedesire.Thisalsoallowsustomakechangestotheworkflowschema andhavethemaffectevenrunningjobs,byforwarding thosechanges totheagentsassociated withthose jobsandallowing theagentstoÒdecideÕÕ onanappropriate courseofaction.

Figure2.6:Depiction ofthepaperreviewworkflow usingthemobileagentsstrategy.Straightlines represent communication between agentsandworkerobjects,whilearcsrepresentagentmigrations.

Communications andmigrations occurintheorderindicated bythenumbernexttoeacharrow.The letter(i.e.:a,b)afteranumbered stepindicates whichsub-agent ishandling thatstep;steps2aand2b signify theforking oftheinitialagentintotwosub-agents, whilesteps5aand5bsignifytherejoiningof thetwosub-agents.

Thedataelements beingtransferred aspartofeachcommunication, indicated byP, R1,R2,andD,are,respectively, thepaper,thereviewfromreviewer1,thereviewfromreviewer2,and thedecision madebythereviewcoordinator astowhether ornottoacceptthepaper.

Therearedifficulties associated withthisimplementation strategy, however.

Oneoftheseinvolves security

Ñtheorganizations whoseobjectswillbeparticipating intheworkflow systemmaybereluctant

14 toallowmobilecodefromoutsidesourcestoexecuteontheirsystems.Anotherdifficultyisthedesign ofthemobileagentsystemitself,whichwehaveleftcompletely unspecified exceptforsomegeneral characteristics.

However, assuming thesedifficulties canbeovercome, themobileagentapproach may bethemostappropriate fordynamic distributed workflow systems.

2.2Theoretical

Questions Thesuccess oftheimplementation strategies discussed abovehingesontheanswering ofmanytheoretical questions whicharisewhenconsidering thebehavior andspecification ofdynamic distributed workflow systems, theobjectswhichparticipate inthem,andthejobswhichruninthem.Thissectionenumerates andbrieflydiscusses someofthemoreinteresting ofthesequestions.

2.2.1 Specification

The question of specification arises at multiple levels when considering a dynamic distributed workflow

system. We have already briefly discussed first-pass specification methods for workflow schemata in

two of the three implementation strategies in the previous section, but it is clear that these specification

methods are far from optimal. A better specification method would be intuitive enough to allow the use

of complex constructs such as forks, joins and loops without having to resort to “goto’’-style flow control.

Such a specification method should be at a higher level than that which is actually used by components in

the workflow system, to allow proofs about the behavior of a specific workflow schema to be more easily

carried out; as long as there is a well defined (and rigorously proven) way to translate a high-level workflow

schema specification to low-level object control code, it makes much more sense to use a high-level

specification as a basis for reasoning about a given workflow schema.

Some work has already been done in the area of specifying workflows which involve concurrent actions,

as in [1 ], and in the area of workflow evolution (the component of dynamism which involves the changing of

schemata while they are operational), as in [2 ]. Developing a specification method for workflow schemata

in dynamic distributed workflow systems must build upon this work and upon the work already done in

specification methods for traditional workflow schemata.

In addition to specification of the workflow schemata, a specification method for individual jobs is

also necessary in order to reason about the activity occurring with relation to a particular job in a workflow

system. Development of a specification method at the level of worker roles is also necessary, as it would

be impossible to create a successful role-based workflow system without such a specification method.

2.2.2 Composition

The question of composition is a natural one to consider when working with interorganizational work-

flows. It is quite possible that an organization which needs to perform a task in such a workflow may not

15 wanttorevealtotheworkflow designer exactly howitgoesaboutaccomplishing thistask,because itmay involve proprietary information.

Thus,thefinalworkflow mayendupasacomposition ofmultiple workflows,aboutwhichonlycertaincharacteristics whichhavenothingtodowiththeirinternalstructures, suchasinputandoutputrequirements, areknown.Therearemanyotherreasonswhycomposition of workflows mightbeuseful,suchasforbuildingupextremely largescaleworkflows outofwell-established, verified, smaller workflows

Ñsincesmallworkflows willclearlybeeasiertospecifyandprovethanlarger ones,thisapproach maysaveconsiderable timeandlabor.

2.2.3 Atomicity

The question of atomicity becomes an important one when considering workers which may be participat-

ing in multiple concurrent workflows. It must be possible in certain circumstances to guarantee atomicity

of sub-jobs, if not of entire jobs, to ensure correct operation of workflows which overlap in either mem-

bership or in the data on which they act. Atomicity, in this context, has the following implication: once

an atomic sub-job starts, all other jobs and sub-jobs must wait until after the atomic sub-job has been

completed to execute any operation which could potentially alter the atomic sub-job’s outcome. While

traditional transactional methods may be sufficient for this purpose, it is in no way obvious that they are,

and entirely new methods of ensuring atomicity may be required to handle the atomicity requirements of

dynamic distributed workflow systems.

2.2.4 Large-Scale Reasoning

Reasoning about the behavior of even one job running with a particular workflow schema may be difficult.

However, reasoning about the large-scale behavior of a dynamic distributed workflow system containing

tens or hundreds of different workflow schemata with hundreds or possibly thousands of jobs running

simultaneously will likely be orders of magnitude more difficult. Thus, the investigation of large-scale

reasoning methods, which allow straightforward reasoning about the behavior of such systems, is necessary

to insure that we will be able to understand what a dynamic distributed workflow system will do once it

is started and multiple concurrent jobs begin running within it.

16 17 Chapter3

Inter-ObjectMessagingasDynamic DistributedWorkflow

Intheprevious

2chapters, wehavepresented anoverview oftheconcept ofdynamic distributed workflow anddiscussed implementation approaches andtheoretical questions relatedtoafull-fledged dynamic distributed workflow system.

Wenowdiscussamuchnarrower problem, thatofinter-object messaging, andexplore howtheconceptofadynamic distributed workflow canhelpindevising agoodsolution to thisproblem.

Thisisimportant notonlybecause inter-object messaging isaninteresting areainitsown right,butalsobecause agoodinter-object messaging system isnecessary toconstruct dynamic distributed workflow systems suchasthosepreviously described.

3.1TheProblem:Inter-ObjectMessaging Theproblem ofinter-object messaging arisesineverydistributed objectinfrastructure inwhichthe objects mustcommunicate witheachother.Some,suchastheObjectManagement

GroupÕs

CORBA [8] andSunÕsJavaBeans[9],usemethodcallsemantics tohidetheunderlying messaging protocols whichare usedtoallowinter-object communication.

Others, suchasversion1.0oftheInfospheres

Infrastructure [4],usedirectmessaging withtheconcept ofmailboxes andobjectaddresses.

Thebasicideaisthatanobjectmustbeabletosenddata(and,insomemorecomplexsystems,code) totherobjectsinthedistributed systeminaformatwhichallowsitobeunderstood bythereceiving objects.

Assuming thatsuchdistributed systems arecomposed ofobjectsrunning onmultiple hardware platforms, thisinvolves suchlow-level concerns asbyte-swapping

(forconversion between little-endian andbig-endian systems), andother,higher-level concerns suchasmessage typingandthecommunication ofusefulsemantic data.Message security mayalsobeaconcernincorporate orpersonal systems which dealwithsensitive information, andthereliability ofthemessaging systemmustbewell-specified sothat thesemantics ofinter-object communication arewellunderstood.

Inallthepreviously-mentioned systems, theseproblems aresolvedbyusingpredefined, proprietary

18 protocols forcommunication between objects.

Theseprotocols arestatic,andcannotbechangedwithout upgrades tothesystems inquestion.

Moreover, whentheyarechanged, itisusuallyattheexpense ofbackward compatibility, andthiscancauseseriousproblems unlessallthesystemshostingthese distributed objectsandtheirsupportstructureareupgradedsimultaneously.

Inadistributed systemof thefuture,whichmayconsistofmillionsofobjectsrunningonthousandsofmachinesscatteredaround theglobe,itisclearlyinfeasible touseasystemwhichrequiressuchsimultaneous updates toitssupport software. However, itispossible tousetheconceptofdynamic distributed workflow asabasisfordeveloping aninter-object messaging systemwhichdoesnotexhibittheseproblems, whereenhancements tocommunication andsecurity protocols neednotcomeattheexpenseofcuttingcurrently-running objects outofthecommunications loop.Acommunication systemdesigned usingadynamic distributed workflowapproach couldbecapable ofadapting on-the-fly tochanges incommunication protocols andother infrastructure alterations.

3.2ApplyingWorkflowConceptstoMessaging Inordertodesignsuchacommunication system, wemustfirstdetermine exactly howtoviewthe inter-object communication problem intermsofdynamic distributed workflow.

Communication ofa message fromobjectAtobjectBrequiresmultiplestepstobeperformedbyobjectAanditssupporting infrastructure, namely:

1.Gatherthedatatobecommunicated. 2.Encode thedataintoaformwhichcanbesenteasilyoverthenetwork.

3.SendthedatatothephysicalmachineonwhichobjectBisrunning. WhenthedataactuallygetstothemachineonwhichobjectBisrunning,multiplestepsmustbe performed byobjectBÕssupporting infrastructure inorderforthemessage tobedelivered:

1.Determine whichobjectthemessage ismeantfor.

2.Decode thedatasothatitcanbeunderstood byobjectB.

3.GivethedatatobjectBinwhatever formatitexpects.

Allthesestepscanbeviewedasasingleworkflow, whichdelivers aparticular message fromobjectAto objectB.Breaking thestepsintofurthersub-steps, wecouldisolatethepartsofthemessageencodingand sending whicharecommon toallmessages

(notjustthosefromobjectAtobjectB),andcreategeneric components foruseindynamic distributed workflows.

Suchworkflows couldthenbecreatedon-the-fly

19 whenever anyobjectneedstosendmessages toanyother.Moreover, wecanmakethecoordination objects oftheworkflow systemsophisticated enough toautomatically detecttheuseofnewcommunication or security protocols, andtoensurethatthecorrectworkflow components areavailable whenever and wherever theyareneeded.Anillustration ofmessage flowthrough suchasystemappearsinFigure4.1, duringourdiscussion ofthemessaging modelforourimplementation oftheseconcepts.

Thistypeofdynamic distributed workflow isubstantially morebasicthanwhathasbeendiscussed inprevious chapters.

Itinvolves primarily linearworkflow schemata, withnoforksorjoins,which considerably simplifies reasoning andimplementation.

Italsoinvolves

ÒsmallÕÕ workercomponents, whichareresponsible notforlarge-scale business processes, butratherforsimplemessageprocessing tasks.Nevertheless, tomakesuchasystemworkinvolvesmanycomplexdesignandimplementation details, asweshallseeinChapter4.

3.3BenefitsofaWorkflow-Based

Messaging

System Theimplementation ofinter-object communications withasystembasedonthisdynamicdistributed workflow concept bringswithitmultiple benefits.

Foremost amongtheseistheabilitytoaddnew protocols, suchasnovelmessage encryption andcompression methods, tothesystemandhaveallrunning objects instantly gainthecapability toÒunderstandÕÕ messages sentusingthesenewprotocols.

Oneconsequence ofthisisthatwithsuchasystem,toupdatetheversionofaparticularprotocol beingused,onlythesenderofamessageneedstohavetheupdatedversionÑthereceiverwillalwaysbe abletounderstand everyoneÕs messages, regardless oftheprotocols actually pre-installed onthereceiverÕs machine. Another consequence isthatorganizations arefreetoimplement anduseproprietary protocols.

They canthenchoosetomaketherelevantworkercomponents available forusebyotherorganizations, and therefore gaintheabilitytocommunicate inter-organizationally usingtheirproprietary protocols.

They canalsoemployfirewalls orkey-based security mechanisms toensurethattheirprotocols areusedonly inanauthorized fashion, sothattheprotocols donotbecome widelyaccessible andlosetheirvaluetothe organization. Animportant benefitofaworkflow-based communication systemarisesfromthefactthatonecan usecommunication workflows tospecify andchangethequalityofserviceanobjectreceivesinitscommunications, whiletheobjectisrunning.Forexample,communications between objects

AandBmight needtobetriple-encrypted forsecurity purposes, whilecommunications between objects

AandCmight needonlytobeasfastaspossible.ObjectAwouldthenhavetwoseparatecommunication workflows, oneforcommunications withobjectBandoneforcommunication withobjectC,whichwouldprovide thesetwodifferent levelsofservice.Thisvariablequalityofserviceallowsforcustomstructuringand tuningofcommunications inanentiredistributed systemtoptimize performance.

20 Aswecansee,suchasystemwouldbeextremely usefulingenerating structured interaction among distinct organizational objectsystems.

Inthenextchapter, wediscuss thedesign,implementation, and performance ofaprototype systembasedontheseideas. 21 Chapter4

¬UberNet:TheInfospheresNetwork

Layer

Inthischapter, wediscuss thedesignandimplementation of¬UberNet

,aninter-object communication framework designed usingdynamic distributed workflow concepts.

Wealsoevaluate theperformance andfeaturesetof¬UberNet ascompared totheravailable inter-object messaging solutions.

4.1SystemRequirements Indesigning

¬UberNet

,therewerethreebasicrequirements whichhadtobesatisfied, asfollows:

Platform independence.

Inordertobeasuccessful proofofconcept fortheideaofamessaging system basedontheideaofdynamic distributed workflow,

¬UberNet

hadtobeabletorunonmultiplehardware platforms without needing tobecustomized foreachone.

Dynamic extensibility.

Emergent distributed systems canchangeovertime,inwayswhichmaynot beanticipated whenthesystems arecreated.

Amessaging systemforobjectsinsuchasystemmustbe abletoadapttochangesinthesystembyextendingitscapabilities toinclude newmessaging protocols without requiring explicit updating orreinstallation.

Simplicity.

Because distributed systems aresocomplex intheirownright,thecommunication frameworksupporting thesesystems shouldbeassimpleaspossible, sothatprogrammers canunderstand it moreeasily.Additionally, asimpleunderlying message layeroffersfeweropportunities forthedistributed systemasawholetobehaveinanunpredictable fashion.

Inaddition tothesebasicrequirements, thefollowing

Òhigher-levelÕÕ designgoalsalsoplayedalarge partindetermining thedesignof¬UberNet :

22 Compositionality.

Since¬UberNet wastobeaproofofconceptfordynamicdistributed workflow, it needed toincorporate compositional notions atleastinsofarasalldynamic distributed workflow systems mustbecompositional.

Onedesigngoalfor¬UberNetwastoincorporate compositional notions notjust totheextentnecessary, buttothegreatestextentreasonably possible.

Thisgoalwassetinthebelief thatahighlycompositional systemwouldbeeasiertobuildoninthefuture,aswellaseasiertouseinthe present. Compatibility withtheInfospheres

Infrastructure.

Sincedevelopment on¬UberNet andonversion 2.0oftheInfospheres

Infrastructure

(II)wasoccurring concurrently, itwasdecided that¬UberNet should beabletoserveastheunderlying communication layerfortheII.ThiswouldallowwritersofInfospheres objectstohavealltheadvantages of¬UberNet

Õsdynamically reconfigurable messaging systemifthey choseto,aswellaspotentially improving communications efficiency fortheInfospheres

InfrastructureÕs internal communications.

Moreinformation onthesynergy between

¬UberNet

andtheIIisavailable in [5].

4.2Implementation

Language Thechoiceofimplementation language wasperhaps themostimportant designdecision, asitdetermined whatlanguage facilities wouldbeavailable forusebythe¬UberNet system.

Thesystemrequirements which playedthelargestroleindetermining theimplementation language wereplatform independence and dynamic extensibility.

Version

1.1oftheJavaprogramming language waschosenfortheimplementation of¬UberNet

,because itsplatform-neutral naturemakesitidealforcross-platform distributed object computing, andbecause itprovides several mechanisms whichmaketheimplementation ofadynamically extensible system farmorestraightforward thaninotherdevelopment languages.

Additionally, thechoice ofJavamadeintegration withversion

2.0oftheInfospheres

Infrastructure

(whichisalsowritteninJava) fareasierthanitwouldhaveotherwise been.WenowbrieflydescribethefeaturesoftheJavalanguage whichweremostconducive totheimplementation of¬UberNet . Platform independence.

Javaprograms arecompiled toaplatform-neutral bytecode, whichisexecuted atruntime byaJavavirtualmachine.

SinceJavavirtualmachines existforallofthecommonly-used hardware platforms, aninter-object communication systemwritteninJavaallowscommunication among objects onallofthoseplatforms.

IftheobjectsarewritteninJava,suchcommunication istraightforward;

ifnot,thenJavaÒwrapperÕÕ objectscanbewrittentoprovideabridgebetweenthenon-Javaobjectsand thecommunication system.

Runtime classloading.JavaÕsclassloadingmechanism allowsadeveloper tospecify, atruntime, the actualclasseswhicharetobeusedforcertainoperations.

Usingaspecialsubclass ofJavaÕsClassLoader

23 class,thebytecode foranarbitrary component canbeloadedatruntimefromanarbitrarylocation.This location ispecified byaURL,whichmeansthatthebytecodecanbestoredonawebserver,anFTP server,thelocalfilesystem, orsomeothertypeofserverforwhichawell-established

URLscheme exists.

Thisallowsthedynamic extensibility required inthe¬UberNet system, byallowing newprotocol modules tobedownloaded fromarbitrary sources andusedatruntimewhentheyareneeded.Thesecurityconcerns whichinevitably arisewhendealingwithcodefromaforeignmachinecanbeaddressedbyusingJavaÕs security model,whichallowsfordigitallysignedbytecodeandpreventsremotely-loaded codefromdoing damage tothelocalsystembymeansofasandboxmodel.Moredetailedinformation onJavaÕssecurity architecture canbefoundin[6]and[3].

Objectserialization.

Java1.1Õsobjectserialization mechanism allowsanyobjectimplementing aspecial interface

(calledjava.io.Serializable) to be converted to and from a standard data representation format,

capable of being stored on disk or transmitted over a network. This provides a straightforward way of

sending messages�a message can be an arbitrary object implementing the java.io.Serializable interface,

and they can be communicated using Java�sstandard object serialization mechanisms (with a few slight

modifications, which willbe discussed later).

Object reflection. Java1.1�sreflection mechanisms allowan object to discover information at runtime

about the interfaces of objects which were totally unknown at compile time. This allows the �UberNet

system to interact with new protocol stack modules properly when it encounters them, and also allows

objects communicating via �UberNet to receive messages of arbitrary types and still be able to �make

sense�out of them.

Networking support. Javaincludes classlibraries for working with network communications viaTCP,

UDP, and IP Multicast in astraightforward and clean fashion. The presence ofthese networking libraries

on the Java platform, especially the integrated support for IP Multicast, eliminates the need to work

with these protocols directly at a lower level;this removes a great deal of the complexity inherent in the

implementation of any system which uses networked communications.

4.3 Design Choices

There were several major design choices which shaped the overall design of �UberNet , ranging from the

approach taken toward workflow structures to the mechanism for message processing within the system.

This section describes these design choices.

24 4.3.1 Workflow Structures

In Chapter 3, we discussed how a communication among objects could be viewed as a dynamic distributed

workflow. Basically, the “steps’’ of the communication would be split into parts, and these parts would

be directly translated into workflow components. The actual workflow schemata within ¨ UberNet are

hybrids —they contain elements of both the self-routing data approach (discussed in Chapter 2) and the

static approach of traditional workflows. Each message in ¨ UberNet is effectively a job with its own,

possibly unique, workflow schema.

The ¨ UberNet design includes three main component types: sending protocol modules , receiving protocol

modules , and wire protocol daemons . Sending protocol modules process outgoing message data before

it is sent over the network, while receiving protocol modules process incoming message data after it

is received from the network. For every sending protocol module, there is a corresponding receiving

protocol module. Wire protocol daemons are responsible for actually transmitting data to and receiving

data from the network using low-level protocols (such as UDP).

The protocol modules on the sending side of a particular channel are arranged into a protocol stack . This

stack consists of whichever protocol modules are necessary for the particular message processing being

done —examples include an encryption module, a message reliability module, and a message segmentation

module. At the bottom of each protocol stack is a wire protocol daemon. Each protocol stack on the

sending side is the static part of the channel’s workflow schema —it does not change, except when the

communication semantics of the channel are changed by the object controlling the channel.

The receiving side of a communication channel has no predefined protocol stack. Instead, for each

message that arrives, the correct sequence of components which must process the message is determined

on-the-fly, using annotations generated by the sending side components at the time the message is sent.

The flow of a message through the system is shown in Figure 4.1 .

If a message arrives for which ¨ UberNet cannot find the required receiving module locally, it uses

information in the message headers to obtain the required module from a remote machine via the World

Wide Web or FTP. This ensures that the complete workflow schema for a channel can always function

correctly, and that messages can be correctly received regardless of the pre-installed capabilities of the

receiving object’s runtime system.

4.3.2 Messaging Model

¨ UberNet ’s messaging model is based on the concept of messages and mailboxes. A subset of this messaging

model was previously used in designing the communication layer for version 1.0 of the Infospheres

Infrastructure.

In this model, each object has a self-defined set of named mailboxes, and can create or destroy mailboxes

at any time. Mailboxes are protocol stack modules which are special, in that they are always at the top

25

Figure4.1:Example ofmessage flowin¬UberNet.

Themessage travelsalongthepathshownbythe numbered arrows.

Sending andreceiving modules withthesamenumbercorrespond toeachother.

ofthestack.Eachmailboxcaneithersendorreceivemessages,butnotboth;amailboxwhichsends messages iscalledanoutbox,andamailboxwhichreceivesmessagesiscalledaninbox.Thereareseparate namespaces forinboxandoutboxnames,buteachnamespace isatthelevelofthenetworkinterfaceÑitis notpossible fortwoobjectsusingthesamenetworkinterfacetohaveinboxes(oroutboxes)withidentical names.Acommunication channel isformedbyregistering aninbox(byname)withanoutboxÑthisis calledÒbindingÕÕ theoutboxtotheinbox.

In¬UberNet

,anoutboxcanbeboundtoneormoreinboxes(asinFigure4.2),aswellastoneor moreIPMulticast groups.

Anarbitrary number ofoutboxes canbeboundtothesameinbox.Thereis nowayforaninboxtospecifywhichoutboxesareboundtoit,thoughitcanfilterincomingmessagesto eliminate thosefromspecific senders orofundesirable types.Aninboxmust,however, explicitly joinany IPMulticast groupsinwhichitwishestoparticipate.

Therefore, theconstruction ofapoint-to-point communication channel isthesoleresponsibility oftheobjectonthesendingsideofthechannel,while membership inanIPMulticast groupistheresponsibility ofbothsending andreceiving objectsinthe group.IPMulticast groupcommunication isillustrated inFigure4.3.

Onthesending side,amessage isentbydepositing itintoanoutbox.Acopyofthemessageisentto eachinboxtowhichtheoutboxisbound,andtoeachIPMulticastgroupofwhichtheoutboxisamember, atthetimethemessage isdeposited.

Anoutboxisafirst-infirst-outqueue;twomessagesdepositedin anoutboxarealwayssentintheorderinwhichtheyaredeposited.Onthereceivingside,amessageis received byremoving itfromaninbox.Aninboxisafirst-infirst-outqueue;twomessagesarrivingatan

26

Figure4.2:Binding ofoutboxes toinboxes in¬UberNet.

Arrows indicate bindings;

outboxes

BandCare boundtomultiple inboxes.

Figure4.3:IPMulticast groupcommunication in¬UberNet.

Outbox

Bisbroadcasting totwomulticast groups, andinboxYislistening totwomulticast groups.

27 inboxarealwaysremoved fromtheinboxintheorderinwhichtheyarrive.

Because

¬UberNet

supports modular protocol stacks,thefactthatoutboxes andinboxes arefirst-in first-out queuesdoesnotmeanthatmessageorderingisguaranteed;

thesemantics ofeachindividual channel aredetermined bytheprotocol stackbeingusedonthesendingsideofthatchannel.Thismakes themessaging modelquiteflexible, asitallowsforbothpoint-to-point andgroupchannels withvarious semantics, whilestillretaining theeaseofdesignanduseprovided byfamiliar concepts suchasmailboxes andmessages.

4.3.3 The Java Beans Model

As mentioned previously, the protocol stacks in ¨ UberNet are composed of protocol stack modules and

wire protocol daemons. In order to ensure that these components would be interoperable, it was decided

to implement them according to the Java Beans component model as specified by Sun in [9 ]. This model

specifies naming conventions for methods and attributes of components, in such a way that Java Bean

manipulation tools can discover enough information about a particular Bean by introspection to be able

to work with it in reasonable ways.

The use of the Java Beans model means that the components communicate with each other using events ,

which are special Java objects used as the arguments to specially-named method calls in the components’

interface. Components on the sending side use message sending events to communicate message data,

while components on the receiving side communicate message data using message receiving events . These

events encapsulate the actual message data being communicated among the components, as well as other

information about the message (such as its timestamp, its message ID, the address of the mailbox from

which it originated, etcetera).

One important benefit of using the Java Beans component model is that visual application building

tools, such as Sun’s Java Studio [10 ], can be used to visually compose Beans to create complete applications.

Thus, using ¨ UberNet with other Java Beans, it is possible to visually build not only an application, but also

the communication channels to be used by that application. This allows the distributed system designer

to have a clearer idea of exactly what sort of processing is being done on messages traveling through the

system, and to change this behavior on-the-fly simply by moving some icons around in an application

building window.

4.3.4 Message Processing and Java Streams

In order to allow the ¨ UberNet protocol stack modules to process messages, a standard means of manip-

ulating message data was necessary. We decided to use Java’s standard stream mechanism as a way of

allowing the protocol stack modules to perform arbitrary processing on messages.

Java’s stream mechanism is compositional, in the sense that streams are composed together to combine

28 theirfunctionality.

Forexample, ifwestartwithaByteArrayOutputStream ,wehave astream which takes

allthe input it receives and writes it to a byte array. We can then place a DeflaterOutputStream atop our

already-existing ByteArrayOutputStream , to get a stream which first compresses (deflates) the input it

receives, and then writes it to abyte array. Finally,wecan place aObjectOutputStream atop our composed

stream, to get a stream which takes objects as input, serializes them, compresses them, and then writes

them to a byte array. We have now composed 3streams to make one stream which performs multiple

functions.

In �UberNet message sending and receiving events encapsulate such �stacks�of Java streams. At

message initialization time, each module in the sending side protocol stack can add an output stream

to the stack of streams in the message sending event, allowing any sort of processing of which a Java

stream is capable to be performed automatically when data is written to the message after initialization.

Then, when the message arrives at its destination, the receiving side protocol stack modules add the

corresponding input streams to the stack of streams in the message receiving event, to properly decode

the message.

If aparticular protocol stack module needs to perform more complicated processing than that which

can be encapsulated inaJavastream, it can do that aswellby�masquerading�asthe bottom ofthe protocol

stack, getting the complete message, and then sending the messageon to the actual bottom ofthe protocol

stack. The protocol stack modules which perform reliable ordering and segmenting (described in the next

section) exhibit this type of behavior.

4.4 Implementation

In this section, we describe the implementation of �UberNet , including a summary of the included

components and extension mechanisms. This section does not contain any information on program-

ming with �UberNet �such information can be found in the �UberNet User�s Guide [13]. Complete

API documentation for �UberNet is available online from the Caltech Infospheres Group web server,

http://www.infospheres.caltech.edu/.

4.4.1 Wire Protocol Daemons

¨ UberNet includes four wire protocol daemons, which enable communication via TCP, UDP, IP Multicast,

and Loopback. Each of these provides different communication abilities, as follows:

4.4.1.1 TCP

The TCPDaemon is the wire protocol daemon which enables communication via the TCP/IP protocol.

It handles both incoming and outgoing messages.

29 TCPhastheadvantage thatitprovides reliability andordering ofmessages forfree.However, this advantage comesatthepriceofoverhead incurred bysettingup(andtearingdown)connections andby theTCP/IPprotocol itself.SinceTCPisconnection-based, theTCPDaemon must open and maintain

connections to remote TCPDaemons in other �UberNet systems. There is a hard limit to the number of

open TCP connections in any given operating system; the TCPDaemon therefore uses a small maximum

number ofconnections, and closesthe least recently usedconnection whenever anewconnection isneeded

and the maximum number has already been reached. This enables connections between frequently-

communicating objects to persist for long periods of time, reducing connection setup overhead.

4.4.1.2 UDP

The UDPDaemon is the wire protocol daemon which enables communication via UDP/IP datagrams.

Like the TCPDaemon, it handles both incoming and outgoing messages.

UDP is a connectionless protocol, so it offers the advantage of speed. Since it is not necessary to

establish a connection with each destination host or to keep track of open connections, much of the

overhead of TCP is not incurred by UDP. However, UDP datagrams are neither reliable nor ordered, so

extra steps must be taken to ensure that amessage sent viaUDP actually reaches its destination. Protocol

stack modules which do exactly this are part of the standard �UberNet system, and are described later in

this chapter. UDP datagrams sent by the UDPDaemon are limited to a maximum size of approximately

16kilobytes, to improve both communication and memory allocation efficiency; aprotocol stack module

which segments messages into multiple small pieces is also part of the standard �UberNet package.

In addition to handling allincoming and outgoing UDP message traffic, the UDPDaemon alsohandles

alloutgoing IP Multicast traffic, since IP Multicast packets are simplyUDP datagrams sent to amulticast

address.

4.4.1.3 IP Multicast

The MulticastDaemon is the wire protocol daemon which enables communication via IP Multicast. It

handles only incoming messages directly, but is also responsible for managing membership in multicast

groups. The MulticastDaemon is tightly integrated with the UDPDaemon.

IP Multicast allows single datagrams to be sent simultaneously to many listeners with a single send

operation, rather than a single send operation per datagram destination. This can dramatically improve

the efficiency of group communications, by reducing both the processing time necessary on the sending

side and the network bandwidth required per message. These efficiency improvements come at a price,

however: like UDP, IP Multicast provides no guarantees about message reliability or ordering, and it is

far more difficult to provide such guarantees on top of IP Multicast than on top of UDP. There are no

reliable multicast facilities in the standard �UberNet implementation.

30 ¬UberNet

provides support formulticast groupmembership, asdetailed inthedescriptions ofthetoplevelmessaging components inSection

4.4.2.1

.Additionally, methods areprovided toallowindividual protocol stackelements tojoinandleavemulticast groups.

TheMulticastDaemon tracks the number of

requests made to join or leaveeach multicast group, and opens and closes multicast sockets as necessary.

4.4.1.4 Loopback

The LoopbackDaemon,while technically awire protocol daemon, does not actually implement an on-the-

wire protocol. It takes outgoing message events and converts them to incoming message events within

the same virtual machine. All destination addresses are treated identically by the LoopbackDaemon�a

message addressed to mailbox �Valen�on some other virtual machine isdelivered to mailbox �Valen�on

the LoopbackDaemon�svirtual machine (and, moreover, its message ID is modified to make it appear to

have originally been addressed to the LoopbackDaemon�svirtual machine).

The LoopbackDaemon allowsfor the efficient testing of�distributed�system configurations on asingle

virtual machine, without the use of a network interface. This is especially useful if no working network

interface is available, as on a disconnected laptop system.

4.4.2 Protocol Stack Modules

¨ UberNet includes five pairs of protocol stack modules, one of which ( SimpleSender and SimpleReceiver)

is a bare-bones example which does no actual message processing.

4.4.2.1 Inbox & Outbox

Inbox and Outbox are the top level protocol stack modules which implement the mailboxes of the

�UberNet messaging model. Together, they allowthe communication ofanyobject which implements the

java.io.Serializable interface (that is, any Java object which supports Java�sstandard object serialization

interface) among multiple virtual machines.

An Outbox, when constructed, is assigned a unique (within its virtual machine) name, either from

a parameter passed at construction, or automatically from a set of unique mailbox names reserved by

�UberNet for internal use. Once created, anOutboxcan be bound to anarbitrary number ofInboxAddresses

(a special class which uniquely specifies a particular Inbox on a particular virtual machine), using one of

various methods described in the API documentation. When a message is sent, a separate copy of the

message is sent to each InboxAddressto which the Outbox is bound at the time of sending. There is no

reliability or ordering built into the Outboxmodule�therefore, there is no guarantee that alladdressees

of a message willreceive it, nor that all addressees willreceive multiple messages from the same Outbox

in the same order.

An Inbox,like an Outbox,isassigned aunique name at construction. Inboxand Outboxnames reside in

31 different namespaces, soitislegalforanInboxand an Outboxwithin the same virtual machine to have the

same name. An Inbox, once created, receives allmessages sent to it and places them in a first-in first-out

queue. Any object within the Inbox�svirtual machine which has a standard Javareference to an Inboxcan

remove the first message in the queue and retrieve information about that message (including its origin),

at any time. It is not possible to examine the contents of a message in the queue without removing it.

Both Outboxand Inboxhave integrated multicast support. Inboxhas methods which allowindividual

Inboxes to join an arbitrary number of multicast groups (and thereby receive all messages sent to those

groups). Outbox supports multicast groups transparently; since an Outbox can be bound to arbitrary

addresses, binding an Outbox to a multicast address will result in messages being sent to the multicast

group. An Outboxmust be using the UDPDaemon asthe bottom element of its protocol stack in order to

send to multicast groups, since a TCP transmission to a multicast group is not possible.

4.4.2.2 Ordering

The classes OrderingSender and OrderingReceiver implement ordered messaging. Their function is to

ensure that messages arrive at their destination in the order in which they are sent. This isdone bytagging

each message with a unique tag indicating its source, destination, and the message�ssequence number.

4.4.2.3 Segmenting & Joining

The classesSegmentingSender andJoiningReceiverimplement messagesegmenting. SinceUDP datagrams

have a maximum size, message segmenting is necessary to allow the transmission of large messages. The

segmenting module does not require that segments be received in the order they were sent, but does

require that allsegments be received; it willnot reconstruct partial messages.

4.4.2.4 Reliable Ordering

The classes ReliableOrderingSender and ReliableOrderingReceiverimplement reliable ordered messaging.

That is, they perform the functions of the classes OrderingSender and OrderingReceiver, and additionally

ensure that allsent messages are successfully delivered.

The algorithm used by the reliable ordering module is a sliding window protocol with window size 1.

It is, therefore, not an incredibly efficient wayto ensure reliability. It is meant mainly as an example of

how one might go about providing reliable messaging.

Because it is an acknowledgment-based algorithm, sliding window is inappropriate for multicast

applications; the reliable ordering module, therefore, ignores anymessages addressed to multicast groups,

passing them through the stack with no additional processing.

32 4.4.2.5Simple TheclassesSimpleSender and SimpleReceiverare basically �no-operation�modules which do no message

processing. They do, however, implement the basic functionality of sending-side and receiving-side

modules, and are therefore useful as base classes for other protocol stack modules.

4.4.3 Other Support Classes

In addition to the wire protocol daemons and the protocol stack modules, there are several other support

classes which play important roles in the ¨ UberNet system. This subsection briefly describes a few of the

more important support classes.

4.4.3.1 Management

Most management functions of ¨ UberNet are encapsulated in the NetworkLayerclass. This classperforms

allthe tasks necessary forstarting andshutting down the �UberNet system, including the instantiation ofthe

message router and the wire protocol daemons. The use of administration keys (classjava.security.Key)

prevents protocol stack modules and wire protocol daemons from making unauthorized calls to the

management interface. In addition, the NetworkLayer class provides authentication routines so that

custom �UberNet components can verify the administration key, for use as part of administration tasks

which do not affect the system as a whole.

4.4.3.2 Receiving-Side Message Routing

As discussed in Section 4.3,the �UberNet system works by dynamically routing messages on the receiving

sideofacommunication to the appropriate protocol stack modules. The object responsible forthis routing

isthe ReceivingEventRouter. The ReceivingEventRouter examines the header data on incoming messages

to determine which protocol stack modules to passthe messageto forprocessing; ifthe appropriate module

is not available, the ReceivingEventRouter downloads the class from a class repository (also specified in

the message header data) and then uses it appropriately. For this reason, the ReceivingEventRouter isthe

most important component on the receiving side of communications in the �UberNet system.

4.4.3.3 Class Loading

The loading of remote classesiscarried out byaspecial classcalled the InfospheresClassLoader,which was

developed for use in both �UberNet and the Infospheres Infrastructure 2.0. The InfospheresClassLoader

can load classes from web servers, FTP servers, and from locally-mounted file systems; it can work

with individual bytecode files, ZIP files containing multiple bytecode files, and JavaArchive (JAR) files.

The communication streams which are used by �UberNet to send objects across the network use the

InfospheresClassLoaderto obtain the bytecode for the objects�classes, which is also sent along with the

33 objects sotheycanbeproperly instantiated attheremotelocation.

Aspecialinterface,

RemoteLoadable,

allowsthe author of aclassto specify aURL where the current bytecode for aclasscan alwaysbe obtained;

this makes communication more efficient byallowing �UberNet to send onlythe URL, instead ofthe entire

object bytecode, when an object which implements the RemoteLoadable interface is communicated to

another virtual machine.

Multiple instances of the InfospheresClassLoaderare used by �UberNet �the ReceivingEventRouter,for

instance, uses a separate InfospheresClassLoader for each protocol module it loads remotely, both for

security reasons and to avoid class namespace collisions. More information on remote class loading is

available in both Sun�sJavadocumentation and the �UberNet User�sGuide.

4.4.3.4 Resource Pools

Because Javahas no concept ofexplicit memory allocation, it isaveryeasylanguageto usefor complicated

projects. However, the price for this is that many unnecessary object creations and memory allocations

occur, which can sometimes cause serious performance degradation. To counter this, �UberNet uses the

concept ofresourcepools. Certain types ofsystem resources, such asthreads and streams, are allocated from

pools and then returned to the pools for reuse when they are no longer needed. This reduces the overhead

incurred by garbage collection and object creation, and as a result makes �UberNet a more efficient and

useful system.

Two such pooled resources which greatly improve the performance of �UberNet are the subclasses of

ObjectOutputStream and ObjectInputStream used within the system for object serialization. The pooling

of these resources eliminates much of the overhead usually incurred by using Java�sobject serialization

code, and allows �UberNet to efficiently use serialized objects as messages rather than using dedicated

message classes (aswasdone in version 1.0of the Infospheres Infrastructure).

4.4.4 Extension Mechanisms

There are two main mechanisms for extending the functionality of the ¨ UberNet system. The first involves

the addition of new protocol stack modules, and the second involves the addition of new wire protocol

daemons.

To add a new protocol stack module to the ¨ UberNet system, all that needs to be done is to write the

module and use it within a Java program. Any messages sent using that module will result in the correct

module being automatically used on the receiving side, and the system is extended with no effort except

for that of the programmer actually implementing the extension. For performance reasons, it may be

desirable to install such extension classes on the local machines where messages will be received, but this

is unnecessary for proper operation of the ¨ UberNet system.

Adding a new wire protocol daemon to the ¨ UberNet system is somewhat more complicated. New

wire protocol daemons can be added both at runtime and before the system is started, but neither type

34 ofaddition isasautomatic astheaddition ofnewprotocol stackmodules.

Inordertoaddawireprotocoldaemonatruntime,aspecialmessagemustbesenttothe¬UberNet systemusingadesignated administrative mailbox.

Thiscausesthe¬UberNet systemtodownload thenew daemon anditssupportclasses,andinstantiate thedaemon onthelocalsystem.Because ofthesecurity issuesinvolved, thiscapability ofthesystemisinactivebydefault,andmustbeexplicitlyactivatedat ¬UberNet

startuptimeusingtheadministrative interface.

Inordertoaddawireprotocoldaemontothelocalsystembeforestarting¬UberNetthedaemonand allitssupportclassesmustbeplacedinaspecialpartofthelocalclasspath,calledtheextensionpath,which isdesignated bymeansofaconfiguration fileoraparameter passedto¬UberNet atstartup.The¬UberNet systemwillsearchtheextension pathforwireprotocol daemons, andinstantiate allofthematsystem initialization time.Because thistypeofextension requires alocalinstallation ofclasses, itdoesnothave thesamesecurity problems astheruntime installation.

4.5Performance

Comparisons Aprerelease buildofthe¬UberNet implementation wascompared withthreeotherJava-based interobjectcommunication mechanisms, todetermine itsrelative efficiency.

The¬UberNet buildbeingtested hadnotbeenoptimized forcommunication speed,exceptinsofarasitincorporated theresource pool mechanisms described intheprevious section.

Thecomparison wasbasedontheround-trip transfer timeformessages oftwodifferent classes be- tweentwomachines onthesameEthernet subnetwork.

Oneclassofmessages wasthestandard

Java classjava.lang.Long (a 64-bit integer), and the other was a class containing an integer, a long integer,

an array of 2048 random bytes, and an instance of the standard Java class java.util.Vector containing

three instances of the standard Java class java.lang.String. Two implementations of this large message,

one which implemented the java.io.Serializable interface and one which implemented �UberNet �sRe-

moteLoadable interface (described in Section 4.4.3.3),were tested with the �UberNet protocols, while only

the java.io.Serializableversion wastested with the other protocols.

Three different sets of protocols within �UberNet �reliable ordered UDP on both outgoing and in-

coming messages, TCP on both outgoing and incoming messages, and reliable ordered UDP on outgoing

messages with TCP on incoming messages�were tested. The three other inter-object communication

mechanisms used were straight TCP sockets, the info.net package from version 1.0 of the Infospheres

Infrastructure, and the RMI-based network layer from an internal prerelease build of version 2.0 of the

Infospheres Infrastructure. With the TCP and UDP sockets, the messages actually being communicated

over the wire consisted only of the serialized object; in the case of the Infospheres Infrastructure-derived

communication mechanisms, the Infospheres Infrastructure itself determined the format of the data

being communicated over the wire. The machines used for the test were 167MHz UltraSPARCs with

35 Run1 Run2 Run3 Run4 Run5 ProtocolMeanSDMeanSDMeanSDMeanSDMeanSD ¬UberNet

(TCP)53145314531453145416 ¬UberNet

(UDP)53205222532053215321 ¬UberNet

(Hybrid)54145415541655175415 TCPSockets52 53 53 53 53

info.net 29 6 29 7 29 6 40 185 34 157

Infospheres 2 11 3 11 4 11 4 11 7 11 6

Table 4.1:Average round-trip message transfer times and standard deviations for individual runs of 1000

java.lang.Long messages. Allvaluesare in milliseconds.

Run 1 Run 2 Run 3 Run 4 Run 5

Protocol Mean SD Mean SD Mean SD Mean SD Mean SD

�UberNet (TCP) 74 23 73 21 74 19 74 20 74 21

�UberNet (UDP) 95 160 133 450 104 225 106 224 90 18

�UberNet (Hybrid) 90 160 86 26 95 226 88 160 86 23

TCP Sockets 20 16 20 15 20 16 20 15 20 18

info.net 29 7 29 10 30 7 29 9 29 5

Infospheres 2 26 8 26 6 26 6 27 9 26 6

Table 4.2: Average round-trip message transfer times and standard deviations for individual runs of 1000

large messages (java.io.Serializableimplementation). Allvaluesare in milliseconds.

256MBof physical memory, running Sun�sJavaDevelopment Kit version 1.1.5.

For each test, 5sets of 1000 messages each were sent round-trip between the machines. When each

message returned to the sender, its transit time (in milliseconds) wascalculated and recorded before the

next message was sent. The 1000 transit times were then used to obtain the mean transit time and the

standard deviation of the transit times for each run. The results of these tests are summarized in Tables

4.1 through 4.4, and histograms of the transfer times for all 15sets of 5000 messages can be found in

Appendix A.

As the tables show, the performance of the three other inter-object communication mechanisms was

superior to that of �UberNet byafairlylargemargin�at best, �UberNet isslower byalmost afactor of 4;at

worst, bymore than afactor of 10. However, this isnot unacceptable performance, for two main reasons.

Run 1 Run 2 Run 3 Run 4 Run 5

Protocol Mean SD Mean SD Mean SD Mean SD Mean SD

�UberNet (TCP) 71 17 70 17 71 18 71 20 71 16

�UberNet (UDP) 89 17 91 25 98 52 89 20 89 19

�UberNet (Hybrid) 81 21 81 18 82 19 82 21 81 17

Table 4.3: Average round-trip message transfer times and standard deviations for individual runs of 1000

large messages (RemoteLoadable implementation). Allvaluesare in milliseconds.

36 java.lang.Long Large (Serializable) Large (RemoteLoadable)

Protocol Mean SD Mean SD Mean SD

�UberNet (TCP) 53 15 74 21 71 18

�UberNet (UDP) 53 21 106 21 91 30

�UberNet (Hybrid) 54 16 90 144 81 19

TCP Sockets 5 3 20 16 � �

info.net 32 109 30 8 � �

Infospheres 2 11 5 26 7 � �

Table 4.4: Average round-trip message transfer times and standard deviations over allruns. Allvaluesare

in milliseconds.

First, �UberNet isfarmore flexiblethan anyofthe other systems tested, and such flexibilitynaturally results

in extra communications overhead�as an example, none of the other 3systems can properly handle the

case where the bytecode for an object communicated to a different virtual machine does not exist at its

destination, but �UberNet does handle this situation. Second, the version of �UberNet which wastested was

implemented primarily as a proof of concept for a dynamic workflow-based communication system, and

wasnever optimized for speed. We do believethat �UberNet �sspeed canbeimproved significantly, both by

making internal algorithmic improvements to �UberNet itself and bytaking advantage ofadvancements in

JavaVirtual Machine technology which willimprove the performance ofhighlymultithreaded applications

such asthe �UberNet system; wewillfocus more on efficiency issues when implementing the next version

of �UberNet .

37 Chapter5

Conclusion

Inthisthesis,wehavepresented theconcept ofdynamic distributed workflow andidentified several interesting implementation andtheoretical questions associated withit.Wethenpresented

¬UberNet , aninter-object communication systemimplemented inJavawhichwasdesigned asalimiteddynamic workflow system, anddescribed itsimplementation andoperational details.In¬UberNet

,everymessage isajobwithitsownworkflow schema, andeveryjobcarriesitsschemawithitasitravelsthroughthe workflow system.

Theconstruction ofthe¬UberNet system isalargesteptowardtheconstruction ofmore general dynamic distributed workflow systems, bothbecause itimplements asubsetofthefunctionality ofsuchasystemandbecauseitprovidesarobustinter-object communication mechanism uponwhichto buildsuchasystem. Futureresearch andimplementation workwillbefocusedontwomainareas.First,wewillimprove andextendthe¬UberNet system;

weintendtoextendthedynamic workflow capabilities ofthesystemto include non-linear workflow constructs, aswellastoimprove thesystemÕs efficiency bothbyimproving internal algorithms andbytakingadvantage ofnewlanguage features introduced inthenextversionofthe Javalanguage.

Byextending andimproving

¬UberNet

inthisfashion, wewillcreateanevenmorereliable androbustcommunication infrastructure onwhichtobasefuturedynamic distributed workflow implementations.

Second, wewillexploreindepththeimplementation andtheoretical questions discussed inChapter

2;wewilltrytodetermine whattypeofspecification isappropriate fordynamic distributed workflow systems, andalsoexamine thevarious reasoning methods whichweapplytodistributed systems todaytodetermine whichoftheseareapplicable todynamic distributed workflow systems andwhere newreasoning methods andconstructs areneeded.

38 39 AppendixA

HistogramsofPerformanceTests

Thehistograms contained inthisappendix showthedistribution ofround-trip message timesforthe fifteenperformance testsdescribed inChapter

4.Theaxesonallthehistograms areidentical forcomparison purposes;

formostofthetests,thisresultsinsomeoutlyingdatapointsnotbeingrepresented inthehistograms.

Inthemostextreme case,thatof¬UberNet

UDPwithlargemessages implementing theRemoteLoadable interface, 76data points (approximately 1.5% of the data) are not represented in the

histogram. No data points were left out while calculating the statistics which appear in Section 4.5.

Figure A.1:Histogram of �UberNet TCP performance test with 5000 messages of classjava.lang.Long. 6

data points (approximately 0.1% of the data) are not represented in the histogram.

40

FigureA.2:Histogram of¬UberNet

TCPperformance testwith5000largemessages implementing the java.io.Serializable interface. 37data points (approximately 0.7% of the data) are not represented in the

histogram.

Figure A.3: Histogram of �UberNet TCP performance test with 5000 large messages implementing the

RemoteLoadable interface. 18data points (approximately 0.4% of the data) are not represented in the

histogram.

41

FigureA.4:Histogram of¬UberNet

UDPperformance testwith5000messages ofclassjava.lang.Long.

13data points (approximately 0.3% of the data) are not represented in the histogram.

Figure A.5: Histogram of �UberNet UDP performance test with 5000 large messages implementing the

java.io.Serializable interface. 68 data points (approximately 1.4%of the data) are not represented in the

histogram.

42

FigureA.6:Histogram of¬UberNet

UDPperformance testwith5000largemessages implementing the RemoteLoadable interface. 76 data points (approximately 1.5%of the data) are not represented in the

histogram.

Figure A.7: Histogram of �UberNet Hybrid performance test with 5000 messages of classjava.lang.Long.

6 data points (approximately 0.1% of the data) are not represented in the histogram.

43

FigureA.8:Histogram of¬UberNet

Hybridperformance testwith5000largemessages implementing the java.io.Serializable interface. 70 data points (approximately 1.4%of the data) are not represented in the

histogram.

Figure A.9: Histogram of �UberNet Hybrid performance test with 5000 largemessages implementing the

RemoteLoadable interface. 26 data points (approximately 0.5% of the data) are not represented in the

histogram.

44

FigureA.10:Histogram ofTCPSockets performance testwith5000messages ofclassjava.lang.Long.

Figure A.11:Histogram of TCP Sockets performance test with 5000 large messages implementing the

java.io.Serializable interface. 11data points (approximately 0.2% of the data) are not represented in the

histogram.

45

FigureA.12:Histogram ofinfo.net performance test with 5000 messages of class java.lang.Long. 7data

points (approximately 0.1% of the data) are not represented in the histogram.

Figure A.13: Histogram of info.net performance test with 5000 large messages implementing the

java.io.Serializableinterface. 2data points (0.04% of the data) are not represented in the histogram.

46

FigureA.14:Histogram ofInfospheres

2(RMI)performance testwith5000messages ofclass

java.lang.Long. 1data point (0.02% of the data) is not represented in the histogram.

Figure A.15:Histogram ofInfospheres 2(RMI) performance test with 5000 largemessages implementing

the java.io.Serializableinterface. 2data points (0.04% of the data) are not represented in the histogram.

47 Bibliography

[1]R.Andry.ÔExploiting

Transaction andObjectSemantics toIncrease

ConcurrencyÕ.

Applications in Parallel andDistributed

Computing,

1994. [2]F.Casati,S.Ceri,B.PerniciandG.Pozzi.ÔWorkflow

EvolutionÕ.

DataandKnowledge

Engineering Volume

24,Issue3,1998. [3]M.Erdos,B.Hartman,

M.Mueller.

ÔSecurity

Reference

ModelfortheJavaDeveloperÕs

Kit1.0.2Õ. SunMicrosystems

Technical

Report,

1996. [4]TheInfospheres

Research

Group.ÔTheInfospheres

Infrastructure

UserÕs

GuideÕ.

Technical

Report, California

Institute ofTechnology,

1997. [5]TheInfospheres

Research

Group.ÔTheInfospheres

Infrastructure

2.0UserÕsGuideÕ.

Technical Report,

California

Institute ofTechnology.

1998. [6]JavaSoft,

Inc.ÔJavaCryptography

Architecture:

APISpecification andReferenceÕ.

1997. [7]M.Merz,B.Liberman andW.Lamersdorf.

ÔUsing

Mobile

AgentstoSupport

Interorganizational Workflow

ManagementÕ.

Applied

Artificial

Intelligence,

November

1997. [8]ObjectManagement

Group.CORBA/IIOP

2.2Specification

.1998. [9]SunMicrosystems.

ÔTheJavaBeansSpecificationÕ.

Version

1.01,1997. [10]SunMicrosystems.

ÔJavaStudioÕ.

http://www.sun.com/studio/

,1998. [11]TheWorkflow

Management

Coalition.

ÔTheWorkflow

Reference

ModelÕ.

Document

Number WFMC-TC-1003,

1994. [12]TheWorkflow

Management

Coalition.

ÔTerminology andGlossaryÕ.

Document

Number

WFMC- TC-1011,

1996. [13]D.Zimmerman.

Ô¬UberNet

:TheInfospheres

Network

Layer-UserÕsGuideÕ.

Technical

Report, California

Institute ofTechnology,

1998.